Semplifica il tuo IT

ed aumenta il livello di sicurezza
nel mondo Multi Cloud

Adriano De Cicco, System Engineer




What We Do

We help our customers modernize their datac:enters4

and run applications at any scale, on-prem and in
the cloud.
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How We Do It

Nutanix software unifies
orivate, public, and distributed
clouds, and empowers IT to
deliver applications and data
that power their businesses.
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One Platform. Any App. Any Location
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Trust Nutanix as part of your :
[0 AOS A Prism 53 anv () Karbon

Virtualization Nutanix AOS
« Security hardened with self-healing security configuration
Servers .
+ Native storage snapshots
L + Built-in data protection, replication, and runbook automation
Storage » Native data-at-rest encryption with FIPS 140-2 validated modules
Network + Data plane & Control plane segmentation
Storage + Native AHV virtualization - built for security
Systems

— Nutanix Life Cycle Manager (LCM)
+ "One-click” CVE patching, platform upgrades, and life cycle management
« Firmware and BIOS upgrade management

Hyperconverged Infrastructure (HCI) _
simplifies datacenter operations and Prism Central
. + Role-Based Access Control (RBAC)
prepares enterprises for the cloud era.

Identity and Access @ Security Baseline and Audit Data Protection




Trust Nutanix as part of your CvberSecurity Strateqy ’
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Automate Operations
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Provision

Nutanix Calm
« Application blueprints, automation, and life-cycle management to ensure consistent
security configuration

Prism Ops with X - Play
+ Resource analytics and insights with anomaly detection

Calm Blueprints
DSL, Infra-as-Code (1aQ),
and CI/CD
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Trust Nutanix as part of your
&Ovolumes [\ Files €0 Objects

Simple 1-Click Platform: Manage all your Nutanix Files
storage from a single management + File type blocking policies
“ solution for fast deployment and + File activity anomaly detection from Files Insights
+ ICAP support for antivirus integration

provisioning

Nutanix Objects
« Immutable S3-compatible WORM storage for critical data and backups

Flexible Platform with Multiple Storage
Choices: Software-defined data

platform that can host file, block, and
object data from the same cluster B | i [ P o
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Trust Nutanix as part of your CvberSecurity Strateqy

Secure your Environment

TRADTIONAL MICROSEGMENATION

Zero Trust Models are
Needed

“Organizations should not
automatically trust anything inside
or outside its perimeters...”

~John Kindervag, former principal analyst at Forrester Research

@ Flow

Nutanix Flow
+ Network segmentation and application microsegmentation
« Integrated partner solutions for deep packet inspection and threat intelligence

+ Policy and event logging for SIEM integration

Inbound

AppType

Subnet/IP

Subnet/IP

Subnet/IP

Subnet/IP

XDController

10.59.5.0/24

10.59.6.0/24

10.59.7.0/24

10.59.4.0/24

Whitelist Only AppType Department

VMs in this tier can not talk to each other

VMs in this tier can not talk to each other

AppTier  DptSales 5VMs

VMs in this tier can talk to each other

AppTier DeskAdmin 1VMs

VMs in this tier can talk to each other

AppTier DptEng 5VMs

VMs in this tier can talk to each other

AppTier  DptHR 5VMs

AppTier  DptMktng 5VMs

Outbound

= AppType AD

= Subnet//lP  0.0.0.0/0

* Applype  HRApp

- Applype  MktingApp

AppType  SalesApp

- AppType  BuildApp

© AppType Git_Server

Whitelist Only

1VMs

1VMs

1VMs




Trust Nutanix as part of your

Secure your Environment

TRACK RESOURCE CHANGES

*  Multi-cloud Inventory

* Resource Event History
 Trace Config Changes

* Historical Reports

e Splunk/ServiceNow Integrations
* Rule-based Notifications

 Custom Notification Templates

& Flow

Resource Inventory @

N
< Flow Security Central ~

Details Page | ID - f4ae5a8a-7218-468c-ab97-4659a9402bd4

Resource Details

Name: BVM-RI-laser
Location: Leipzig, Germany
Service: Virtual Machines

Event History

10:26 PM

@ Inventory Updated
27 Aug 2020

Event By: System

Issue ID

38c3b702-6d10-4ea2-848c-b...

12b221c5-b98d-4df7-bSaf-1ba...

Issues
Show all issues

Audit Name Severity
Nutanix VMs without Backup MEDIUM
Nutanix VMs with No Security ... HIGH

State

Open

Open

View: Scope

Showing issues for: All

Config Details e 2issuc

Updated At

Aug 27 2020, 1C
(UTC)

Aug 27 2020, 1(
(UTC)
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Prevent Detect Recover

. Nutanix AOS
Tr U St N u ta n | X aS IOa /’Z_ « Security hardened with self-healing security configuration
« Native storage snapshots
« Built-in data protection, replication, and runbook automation V CV
]C « Native data-at-rest encryption with FIPS 140-2 validated modules
O yo U/’ « Data plane & Control plane segmentation

« Native AHV virtualization - built for security

Nutanix Life Cycle Manager (LCM)
« “One-click” CVE patching, platform upgrades, and life cycle management
« Firmware and BIOS upgrade management

S

Prism Central
« Role-Based Access Control (RBAC)

S

Nutanix Calm

« Application blueprints, automation, and life-cycle management to ensure consistent
security configuration v

Prism Ops with X - Play
« Resource analytics and insights with anomaly detection
+ Codeless automation and event triggers v

Nutanix Flow
« Network segmentation and application microsegmentation
« Integrated partner solutions for deep packet inspection and threat intelligence V Cy
« Policy and event logging for SIEM integration

Nutanix Files
« File type blocking policies

il : ; « File activity anomaly detection from Files Insights
We Utilize and Comply with the Strictest - ICAP support for antivirus Integration Qf (f Qf
International Standards .
Nutanix Objects
« Immutable S3-compatible WORM storage for critical data and backups Cy Cf
SUITE PN - -
% 508 I1ISO Nutanix Mine
TAA G COMPLIANT Ny « Turnkey archive and backup solution for secondary storage with all
COMPLIANT 1S 27000 the benefits of Nutanix HCI CV
. . Xi Leap
h tt PS //W ww.Nnu ta NiX.com /t ru St « Simplified cloud Disaster-Recovery-as-a-Service built for Nutanix {y


https://www.nutanix.com/trust

MORE?

TEST DRIVE
www.nutanix.com/security HYPERCONVERGED INFRASTRUCTURE

https://www.nutanix.com/trust

on

the industry-leading hyperconverged
infrastructure platform

www.nutanix.com/bootcamp

www.nutanix.com/test-drive



http://www.nutanix.com/security
https://www.nutanix.com/trust

NUTANIDI.

Thank you




